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Appendix F
Standalone Procedures

F.1 Standalone Concept
GCSS-A/T software provides for operation both in garrison and field environments. The GCSS-A/T concept
involves a centralized data storage and retrieval system. Users connect to the central database via
application software that operates within the domain of the Army Knowledge Online (AKO) website. Since
the software is web-based, many functions that once required user intervention, such as creating asset
visibility reports, running catalog updates, or backing-up user data, can now be generated automatically
without end-user support. While users should operate in connected mode whenever possible, there may
occasionally be a need to operate in an environment where a reliable network connection to AKO is not
available. For this period of time, the user will need to operate in Standalone mode.

The Standalone concept provides the ability for a user to transfer all or a portion of his database into
database that operates on the user's laptop computer. The Standalone interface is identical to the software
interface on AKO; however, the automated features of connected operation are not available in Standalone
mode. Of primary concern is the protection of the user's data. While in Standalone mode, it is the user's
responsibility to ensure that data is properly protected and backed-up.
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Figure F.1-1. Standalone Concept.
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If only a portion of the user's unit and property items will be deploying, it is advantageous for the user to
create a derivative UIC and only replicate data for the equipment that is assigned to the deploying element.
In this way, the user can maintain an operation in garrison for units and equipment that are not deploying
while providing the deploying users exclusive access to data for deploying equipment. By customizing a
user's roles and permissions, PBO's can ensure that users have appropriate access to deployed and non-
deployed data.

Create a derivative UIC.

In accordance with the Standalone concept, a user should create a derivative UIC before deploying part
of a unit's assets. This will allow the property book office to maintain operations in Garrison while
simultaneously providing direct support for deployed elements. For some units, creating a derivative UIC
will require first building a “header UIC” and then making this header UIC a parent UIC for the original
ulC.

For divisional units, a four-position parent UIC is appended with AA to represent the top level or branch.
Other UICs in this structure are represented with the same four-position parent UIC appended with other
alphanumeric characters, typically AO, BO, TO etc., each representing a specific company or unit. In this
example, all property is held at the unit level and therefore, the AA UIC does not hold property. When a
derivative UIC is made from one of the property holding UICs, it is created within this same UIC structure
as another node or leaf. In this way, asset visibility of all property is preserved.

Some units do not have this same UIC structure. This is primarily true of non-divisional units that use
UICs ending in AA to hold property. In many of these UIC hierarchies, the AA UIC is assigned to a parent
UIC in which the first four positions of the UICs do not match. This can be illustrated using an example
from the Army Reserve. Consider this subsection of units that fall within the 90" Regional Support
Command:

WZZZFF  U.S. ARMY INS = 00AA (HEADER)
WA47AFF  USARC (HEADER)
W8B2FF  90™ Regional Support Command (HEADER)
WS6NFF  694th Maint Bn. (HEADER)
WS6NAA 694" Maint Bn
WQ8TAA 887" QM Co.
WS65AA  238"™ Maint Co.
WTYZAA  340™ QM Co.

Note that WSBNFF serves as the parent UIC for three company UICs and one battalion UIC. Each of
these child UICs is assigned property. In a situation like this, a derivative UIC could not be directly
created from the child UIC since the first four positions of the child UIC and the first four positions of its
parent UIC do not match.

In order to create a derivative UIC for WS65AA, then a new header UIC needs to be created in which the
first four positions are “WS65” and the last two positions are “FF.” When this UIC is created, it is
assigned as a child to WS6NFF and a parent to WS65AA. Once this is accomplished, a derivative UIC,
such as WS65Y1, can be created.

22 CFR 125.4(b)(3) applicable
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Build a header UIC (if required).

This step is required when first four positions of the parent UIC do not match the first four positions of the
child UIC as in the example of UIC WS65AA used above. This example will use the UIC structure listed
in section F.1.1. Throughout this section, the original UIC will be WS65AA (238th Maint Co.) and the
original parent UIC, WS6NFF.

a.
b.

o

—h

From the Administrative Menu, select Build Organization. (Fig. F.1-2).

In the UIC: text block, enter the desired name for the header UIC. This name will be made up
from the first four positions of the child UIC along with the suffix characters “FF.” For this
example, the header UIC is WS65FF.

Select the parent UIC from the LOV. This will assign the new header UIC as a child to the
original parent UIC.

Enter the Ins Cd as appropriate for the child UIC.

Add other descriptive data as desired.

Click <Apply> to create the header UIC.

Wiew | M aintain Organization Build Organization Create Derivative LIC DODAAC Functions
b BORG-2 BORG-3 BORG-4
ACL Request |

U W Unit MNarme: Ii Station Name: Ii
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TOC: [1=] MTOE/TDA: [ EffectiveDate: [13 JUL 2002
MACOM: [ =] cac [ =l UAT: [ =
DSSC: [ =] Comp Cd: [ =] UAC: [ =]
Commander: Ii Rank: I—L, ALO: I_L,

HR Holder [ HRPhone [ HREmai [
Mext FProjected EDate: Ii

Search.. | Apply | Refresh | Wndo | needt | Delee | Prnt. | Coacho | Help. |

== = s =

Figure F.1-2. Create a header UIC.
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F.1.3 Re-parent the child UIC (if required).
When this step is completed, the header UIC will be the parent of the original child UIC as well as a child
of the original parent UIC.

a. From the Administrative Menu, select the View/Maintain Organization tab. (Fig. F.1-3).
b. Inthe UIC text box at the top of the screen, enter the name of the child UIC and click <GO>.
c. Select the newly created header UIC from the Parent UIC LOV.
d. Click <Apply> to save the changes.
i f Maintain Organization Build Organization Create Derivative UIC DODAAC Functions
YORG-1 BORG-2 BORG-3 BORG-4
UiC:  fwsesA, Gof ACL Request |
uIc: WSBHAL Unit Name:  |CSCO MA  Station Nams:  [SAN ANTON
Parent UIC: [=lsls Farent Name: |694TH MAIN  Reporting UIC: IWSSNAA vl
INS Cd: |8OS Task Force Cd.l Task Force PBIC.I
TOC: 1 MTOE/TDA:  [43649LAR03  Effective Date:  [11 DEC 1971
MACOM:  [FORSCOM =| CAC DU = UAT GEMERAL |
DSSC: D ~] Comp Cd: 3+ LAC: ~|
Commander (GIRARD SEI Rank: LTC vl ALO: 1 vl
Hr Holder:  |CPT MARK E. BHr Phone: 210-922-6395  Hr Email: |
[ o | oane |
DODAAC|FAD Mail To Bill To SR ik
To | Type
wasgss | 3 | 238THMAINTENANCE CO GS,432 BOSWELL | 90 RSC, 8000 CAMP ROBINSON RD, 5
CEEEy STREET.,.SAN ANTONIC, 782142499 N. LITTLE ROCK, AR 72118-2205
DsU . DSU
DODAAC DSU Name DSU Phone | DSU Address DSU Email Ric sC
812TH QUARTERMASTER | 956-423- | 1300 TEEGE CORTEZN@USARC- -
Al C 4571 AVE EMH2. ARMY MIL WM 24.7] -|
Search.. | Apply | Refresh..| Undo | neet | Delete | Prnt. | cosen | Hep. |

Figure F.1-3. Re-parent the child UIC.
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F.1.4 Complete derivative UIC.

a. From the Administrative Menu, select View/Maintain Organizational Data.

b. {View/Maintain Organizational Data screen} opens (Fig. F.1-4).

c. Inthe UIC text box, (next to the <Go> button) enter the UIC (for example, WQNAAA) that will be
split to create the derivative UIC.

d. Click <Go> to bring up information about this UIC.
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Figure F.1-4. View/Maintain Organization screen with sample UIC information.

e. Record the Parent UIC. It will be needed in following steps.

f.  Click on the Create Derivative UIC tab (Fig. F.1-5).

g. Verify that the UIC listed on this tab is the same as the Parent UIC from the View/Maintain
Organization tab (recorded in Step 1.1e above). If the UIC is different from the Parent UIC
recorded in 1.1e above, change it to the Parent UIC referred to in Step 1.1e and click <Go>.

h. The four-position Parent UIC for the UIC that was entered will be listed next to the text box for
the Derivative UIC. Enter the last two digits to complete the derivative UIC. In this example,
"Y2" is entered to create the derivative UIC "WQNAY2".

NOTE: Both the original UIC and the Derivative UIC have the same Parent UIC.

i. Add other descriptive unit information as is appropriate. Note that all text boxes labeled in red
are mandatory fields.

NOTE: To expedite data transfer between the UIC and its Derivative UIC, ensure that the Task
Force Cd: box is given a value (Fig. F.1-5). The derivative UIC must have a Task Force Code in
order to be selected as a property recipient in the Unit Transfer/Task Force/Split Operations
process (Section F.1.4).

j- Click <Apply> to save the changes.

22 CFR 125.4(b)(3) applicable
F-5



AlIS Manual GCSS-A/T PBUSE EM
1 January 2003

58 o 2 5 ol 3 21 | A | 8~

x| @J 7 what's Rielated

3 Organization Data - Netscape

File Edit View Go Communicator Help

I A4 e M s & @ 3
Back  Fonwerd  Reload  Home  Search  Metscaps  Print  Securty  Shop Stop
“wlff " Bookmarks A Netsite: [htip: //gcss-12.dh.tiw. com/gess isp/OraD ata)SP_himl/MainDraD ata isp

Wiew ! Maintain O rganization Build Qrganization Create Derivative LIC DODAAC Functions
YORG-1 BORG-2 BORG-3 BORG-4

Select lterms I

Dierivative LIC: snsops, (V2 Unit Mame: W Station Mame: IW
uIc: [wanarFF  Gal Parent Unit Mame: AR BDE 36 BDE Repatting UIC:  [wWoNARS =

Ins Cd [r=F Task Force Cd: I Task Foree PBIC: B
TOC: 1 MTOETDA: [ EffectveDate  [23APR2002
macOM  [FORSCOM =] CAC: [ = UAT: [GENERAL =]
DSSC: [ = Comp Cd: [2 =] UAC: [l

Commander. [Jose lamaza | Rank: CPT = ALO [T =]

Hr Holder: lm Hr Phone: W Hr Email: W

Figure F.1-5. Create Derivative UIC tab.

k. Ifthe new UIC is not found in the DODAAF table, the system will ask if you would like to build it.
Click <OK> to complete the build of the Derivative UIC (Fig. F.1-6).

gcss-alzZ.dh.trw.com - [Javascript Application]
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.

Figure F.1-6. Message box indicating that the derivative UIC
is not in the ARMY DODAAF table.

Cancel I

I.  Once the UIC is created, the system will alert the user with a message box (Fig. F.1-7). Click
<OK>.

gcss-alZ2.dh.trw.com - [Javascript &Apph
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Figure F.1-7. Message box showing successful
creation of derivative UIC.
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F.1.5 Add DODAAC information for the derivative UIC.

a. Select the DODAAC Functions tab (Fig. F.1-8).

3 Organization Data - Netscape “‘ =151 x]
File Edit Wew Go Communicator Help
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VORG-1 BORG-2 BORG-3 BORG-4
DODAALC: |W45FJ?5 = Mail To: 837 TH Qi CO SUPPLY HvY MATERIAL 2000 & SAN PATRICIO,, SINTOMN 783873511 |
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ToC: 1 MTOETDA: 42427 LARRD Effective Date 11 Dec 1971
MACORM: FORSCOM CAL: pu UAT: GEMERAL
DSSC: D Cormp Cd 3 UAC
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Hr Halder CPT JOHN A ERNET Hr Phane 361-364-4312 Hr Email
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@ FR=| |pacument: Done 55

Figure F.1-8. DODAAC Functions tab.

b. If the <Add/Modify DODAAC> button and the <Add/Modify DSU DODAAC> button do not
appear, use the scroll bar on the right hand side of the screen to show these buttons. Click the
<Add/Modify DODAAC> button to enter the DODAAC for the derivative UIC. This will open a
link to the Reference Lookup Tables and open the Milstrip Property Book Code Table VMPT-40
(Fig. F.1-9).

22 CFR 125.4(b)(3) applicable
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c. Click the <Insert> button at the bottom of this window to add a new record (Fig. F.1-10).

ew,/Maintain Parameter Tables - Netscape =101 x|

Report Processing (A-0) Report Processing (E-M) Report Processing (M-Z) Reference Lookup Table
Milstrip Property Book Code Table YMFT-40 j
INS Ship Bill Unit Cmdr -
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PATRICIO,, SINTOM 783673511 |ROCK, AR 72118-22
238TH MAINTEMNANCE CO
G5 432 BOSWELL

90 RSC, 8000 CAMFE
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o ——— 1 X
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Figure F.1-9. Milstrip Property Book Code Table for entering derivative UIC/DODAAC information.

ilstrip Property Book Insert - Netscape - |EI|1|

Milstrip Property Book Insert

INS Code: I

uic: [
DODAAC: [
Ship Bill Supad DODAAC: [
FAD:

Unit Type:

Crndr Except Threshold:
Mailing Address:
Billing Address:

Shipping Address:

11T el

Apply | Close |

Figure F.1-10. Milstrip Property Book Insert window.
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d. Fillin data values as appropriate to add a new DODAAC for the Derivative UIC. Remember that
all text boxes with red labels require information.

e. Click the <Apply> button to save the information and create a new record and close the
window. Click the <Close> button to close the window without saving.

f. Click <Add/Modify DSU DODAAC> to add a supporting DSU (Fig. F.1-10).

g. {DSU DODAAC Code Table} is displayed (Fig. F.1-11).

h. To insert new information, click the <Insert> button at the bottom of the screen. {DSU DODAAC
Insert} window opens (Fig. F.1-12).

iew /Maintain Parameter Tables - Netscape ik L =10 x|

Repott Processing (A-D) Report Processing (E-M) Report Pracessing (M-Z) Reference Lookup Table
DSU DODAAC Code Table WMPT-4H =]
DSU INS DSU . -
Delete DODAAC DODAAC cd SC Address DSU Hame DSU Phone DSU Email j
130 Bi2TH
I |[wi5LGC WesETS [B0S[247 [TEEGE |QUARTERMASTER [356-423-4571 CORTEZNG@USARC-EMHZ ARMY. M)
AE o
EGAL
™ [WiSLGC (Wisv4s (805247 [TEEGE |QUARTERMASTER (356-423-4571 CORTEZN@USARC-EMHZ ARMY. M)
AE |G
|0 BizTH
™ |[WiSLGC (WiSBEE (805247 [TEEGE |QUARTERMASTER (356-423-4571 CORTEZN@USARC-EMHZ ARMY. M)
AVE |0
130 Bi2TH
I |[wi5LGe W4sBEs (B0S[247 [TEEGE |QUARTERMASTER [356-423-4571 CORTEZN@USARC-EMHZ ARMY. M)
AE o
wiashoy [wa1ces 4181247 [F2RT oL 2547790
WABHGT 47 lhoop ¢
wiusNG? tweonzL 418247 [FORT ool 2547790
WABHGT 47 lhoop T
wiusNGT (wonhzk 418247 [FORT ool 2547790
At AT lboop Tx -
<« | I
Search... | Aoolv | Refresh | Undo | nsert.. | Delete | Print. | Cosch | Help.. |

Figure F.1-11. DSU DODAAC Code Table for entering derivative UIC supporting unit information.

DSU DODAAL Inserk - Netscape = |EI|1|
DSU DODDAC Insert
psupooaac: [
DODAAC: —
INS Cef: [
1 020304005
Supply Class: — . 2 g r9 M0
DS Marne:

DSU Address:

DSU Phaone:

DsU Email:

D=L RIC: I
Apply | Close |

Figure F.1-12. DSU DODAAC Insert window.

22 CFR 125.4(b)(3) applicable
F-9



F.1.6

AlIS Manual GCSS-A/T PBUSE EM
1 January 2003

i. Insert data as appropriate (Fig. F.1-12).
j.  Click <Apply> to save the data or <Close> to close the window without saving.
k. Exit the Organizational Data screen and return to the main menu.

Assign user access for the derivative UIC.

It is important to ensure that while unit data is being modified in Standalone mode the same unit data is
not being changed in enterprise databases on AKO. When a unit synchronizes data from a Standalone
laptop to the AKO enterprise database, the laptop data that has changed overwrites data on the main
server. If unit data changes are made to the enterprise database and then data for the same unit
operating in Standalone mode is synchronized with the enterprise database, changes that were made to
the enterprise database will be overwritten by data that has changed on the Standalone computer. By
carefully assigning specific UICs to individual users, it is possible to ensure that only certain individuals
have access to a particular unit's data and thereby eliminates the risk of accidentally overwriting unit
transactions during a re-sync operation. Furthermore, the replication operation, referenced in Section
F.3, will copy unit data to the laptop for all of the units that are assigned to the user performing replication.
For those users that are deploying with a Standalone laptop, user roles and permissions should be
modified to limit user visibility to those specific units that will be supported in Standalone mode.

NOTE: The Assign User Roles task is covered in detail in Section 5.4 of the End User Manual (EUM).
The EUM is always available on the left hand side of the SPR Main Menu screen. It is recommended
that users download the EUM when time permits, for use offline.

From the Administrative Menu, select <User Roles-View/Status/Modify/Add>.

{User Roles - View window} opens.

c. Click the <Modify> button at the top of the screen to open the User Roles-Modify screen
(Fig. F.1-13).

d. Inthe left hand pane, select the user account to be modified. If the user account is not
displayed in the left-hand pane, use the Next button to scroll through the panes, or use the
Search button to find the user directly.

e. Once a user is selected, the user role information will be displayed in the right hand pane.

Update the list of UIC's to display only those that the user should now access. Remove all UIC's

that the user should not access. Figure F.1-13 shows a sample User Roles - Modify screen

where the UIC list has been changed to limit access to one UIC.

g. Slide the locator bar in the right-hand pane to the top. Click the <Action> list of values (LOV)

and select <Modify> to add the new UIC to the selected individual. Click the <Authorizing

ISSO> LOV and select the appropriate 1ISSO.

co

—h

NOTE: Once the User Roles changes are submitted, the changes must be approved by ISSO that
was selected. The PBUSE program will automatically notify the ISSO of the User Role
modification request.

h. Exit to Main Menu.

22 CFR 125.4(b)(3) applicable
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¥ Assign User Roles - Netscape
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Figure F.1-13. User Roles - Modify screen.

F.1.7 Assign property to the derivative UIC.

The derivative UIC has been created and assigned to the user, but the derivative UIC has no property
assigned to it. Unlike regular Lateral Transfers, authorizations are not required for a Task Force
UIC/DUIC. The authorization TAC will automatically have a TAC of 9 for all derivative UIC property

assignments. Follow the steps below to assign property from the host UIC to the derivative UIC.

From the Main Menu, select <Property Book>.

From the Property Book menu select <Unit Transfer/Task Force/ Split Operations>.

Click the <Task Force/Split Operations> tab at the top of the screen (Fig. F.1-14).

Select the <Material ltems> tab.

Select the <Losing UIC> from the LOV on the left hand side of the screen.

Select the <Task Force CD>, and then select the <Gaining UIC> on the right hand side of the
screen.

"0 Q0o

NOTE: During this property transfer operation, the user will have visibility of Army-wide (PBUSE)
Task Forces. This visibility allows units to move equipment outside of their INS.

g. Select property to transfer on the left hand side of the screen. Use the <SELECT> button to
move property from the left hand side of the screen to the right hand side of the screen. Use the
<DELETE> button to remove highlighted items from the right hand side of the screen.

h. After selecting all property for transfer, click <Apply> to create an internal transfer document
and generate a document number.

i. When the transaction has been accepted, a message box will open and indicate the document
number (Fig. F.1-15).
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Figure F.1-14. Unit Transfer / Task Force / Split Operations screen.
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Figure F.1-15. Document number message box indicating that property transfer has been initiated.

j.  Click the <Outgoing Suspense Actions> tab (Fig. F.1-16).

k. Select the document number that was just generated from the <DOC NUM> LOV. If the
document number does not appear in the LOV, click the Refresh button to prompt the system to
save recent document number changes.

I.  Click the <Generate Form> button to print a copy of the property transfer form.
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m. Click the <Notify the Gaining PBO> button. This will notify the gaining PBO of all the items that

are a part of this document. A message box will indicate when this step is complete (Fig. F.1-
17).

If more than one document was used to transfer property to the derivative UIC, repeat steps g -
h as appropriate.
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Back  Fowod  Reload  Home  Seach Metscape  Fint  Secuity  Shop Stop
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Figure F.1-16. Outgoing Suspense Actions tab awaiting PBO verification of transferred items.
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Figure F.1-17. Message box indicating Derivative PBO notification is successful.

22 CFR 125.4(b)(3) applicable
F-13



AlIS Manual GCSS-A/T PBUSE EM
1 January 2003

F.1.8 Receive incoming property to the derivative UIC.

Once property has been assigned to the derivative UIC, it must be accepted just as with any Lateral

Transfer operation.

a. Click on the <Incoming Suspense Actions> Tab (Fig. F.1-18).

b. Select the document number from the <DOC NUM> LOV.

c. Select <TYPE ACT CODE-> of P to post the transaction and accept the property transfer.

d. Click <Apply> to complete the property transfer and accept all of the items transferred on this
document. A message box will list a new document number from the derivative UIC to indicate
that the transfer is complete (Fig. F.1-19).

e. If multiple document numbers were used, repeat steps | - n as appropriate.

f. Close the screen and return to the main menu.
#emetscape . [oljsElEel e sl e
Fil= Edit “iew Go Communicator Help
e % A @ s m o= & & @

Back Forsard  Reload Home Search  Metscaps  Print Securty  Shap Stop

i w7 Bookmarks B Netsite: [hitp:/7gess-a12 dhutw. com/gess isp/UnitT ransGui_Proiect_html/T ab_UnitT ransGui isp | @07 What's Related
e

Unit Transfer UTS0-1
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& == [Document: Dene
Figure F.1-18. Incoming Suspense Actions tab.
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Figure F.1-19. Message box showing property transfer document
number indicating that the process is complete.
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F.1.9 Verify property transfer.
To ensure that all property transfers completed as expected, validate the property transfer using the

primary hand receipts of the original UIC and the derivative UIC.

a.
b.

C.

From the Main Menu, select <Hand Receipt>, and then select <Primary Hand Receipts>.

Compare items on the derivative UIC hand receipt with the desired items to ensure all items
have been processed (Fig. F.1-20).
Compare items on the derivative UIC hand receipt with the original UIC Hand receipt to ensure
that equipment has transferred as desired. Depending on the type of property that was
transferred, the user may need to compare items on the Organization Hand Receipts tab,
Installation Hand Receipts tab or both.
Close the screen and return to the main menu.
[ e E i R = S T
rie Ed YEw Go O Helg — |
T O N e N e e

=] AT s el

i R m:-hfnw.-'pmm:-ahlugmp:.hpﬂfu_ﬁm:l_hmﬂdu_dm.rp
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Figure F.1-20. Organization Hand Receipt property verification.
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F.1.10 Complete the derivative UIC by modifying the remaining parameter tables.
Update the remainder of the Parameter Tables (if information is available) as required, before replicating
the data to build the Standalone. From the SPR Administration Menu, select <View/Maintain Parameter
Tables>. When the window opens select <Reference Lookup table> tab (Fig. F.1-21).

NOTE: In order to maintain data integrity between a Standalone computer and the enterprise database,
some unit configurations, such as DODAAC changes, cannot be performed in Standalone mode. For
this reason, it is desirable to update the derivative UIC as completely as possible prior to performing
the replication process.

ew, /Maintain Parameter Tables - Netscape — |El|l|
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<« =2 A 2 » < a4 @ & N
Back Forward Reload Home Search  Metecape Frint Security Shop Stop
' “t T Bookmarks \.& Hetszite: Ihttps: ffaces-alduz army.mil/gossjzp/Param SP_htmlMainiewParan jzp j @v What's Related
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Detectar (WBC) Code Table WMPT-4F

r Assignment Code Table YWPT-4G
ode Tahle WIMPT-4H

Exception Repartable ltems Code Table WMPT-41
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ilstrip Froperty Book Code Table WMPT-40

hlonthly Sensitive ltems Inventary Code Table WWPT-4F

Parameter Table Listing vWPT-4L

Protective Mask Code Table VMPT-40

Radiacmeter Code Table WMPT-4R

Routing Identifier Code Table WMPT-45 Ll

[» L

Search... | | Refresh | | nsett.. | Deete |  Print. | | Help.. |
’E@| |Document: Done -4 Ty =S L | 5
Figure F.1-21. Reference Lookup Table with LOV expanded.

On the <Reference Lookup Table> tab, select the LOV to display tables that may be altered.
Highlight the table of choice, and allow the table to display on the screen.

c. Make alterations to tables in the same manner used to alter the DSU DODAAC Code Table and
the Milstrip Property Book Code Table in Section F.1.2.

o
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F.2 Load Standalone Module

See Appendix | — Loading for Standalone Operations section.
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F.3 Replication — Server to Laptop

F.3.1

This process contains the steps necessary to download data, for a designated user, to a laptop. This must
be done prior to working in a standalone manner. In order to perform these steps, the user must be a
member of the Power Users group. For information on how to add users to the Power Users group, see
Section F.6.

Identify the AKO Server

Prior to running the replication process, users must identify the AKO server that holds their data. The
server information will be largely static and will not change often. However, large database servers such
as those used by AKO are regularly cycled offline for maintenance purposes to ensure server
functionality and data integrity. During the server maintenance process, the primary server is taken
offline and seamlessly replaced with a redundant server that has the same unit data. This process will be
transparent to users logging onto AKO to access their GCSS-A/T application data.

In order to complete the data replication process, users will need to know the fully qualified domain name
of the database server on which the data to be replicated resides. A fully qualified domain name is also
commonly known as the WWW address. This information is listed on the SPR module Main Menu
screen.
a. Login to AKO using normal PBUSE access methods.
b. Login to the PBUSE application.
c. {SPR Module Main Menu} window opens (Fig. F.3-1).
d. Atthe top of the web page an information bar is displayed that shows the current PBUSE
software build information (Build-2.8), the date of the build (25 February 2002), the Rapid
Application Development (RAD) tool used to develop the software (Jdev 3.2.2, JDK 1.2.2), and
the name of the database where the unit data is stored (gcss-a14.us.army.mil).
e. ldentify the name of the database where the unit data is stored. In this example, the unit data is
stored on database gcss-a14.us.army.mil (Fig. F.3-1). The ":1521:gcss" is specific port
information that the user does not need to specify in order to replicate data.

37 8PR-Modlule - Netscape _ ol x|
File Edit Yew Go <Communicator Help

2 @ A 4 . @w@w < a4 &

Back Forward  Reload Horme Search  Metscape Print Security Shop Stop
i w§ Bookmarks A Netsite |https #facss-a1 4.us army milfgess/index htm -] @7 What's Related
i A\HS(E\H(MEESEQE Intemet Lookup 2§ MewdConl

J— f i x
F-‘Fﬁ.?eﬁk Build-2.8--25 February 2002 (JDev 3.2.2,JDK 1,2.2) - Database gcss-al4d.us. army.mil: 1521 gcss @' (?J "JJ

Home ssion Information SPR-M Main Menu

Download
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Main Menu

Updates

POC's ‘Administration

Links

Help
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SPR-Module |

.

@ | [Document: Done 4
Figure F.3-1. SPR Module Main Menu in connected mode displaying database information.
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NOTE: The web server that controls the PBUSE application and the database server that holds user
data are usually on separate machines. These machines may have different names and different IP
addresses. The database name that is listed on the information bar is the database name that users
need to select from the SERVER NAME LOV shown at the top of Figure F.3-2. The fully qualified
domain name for the server will then appear in the next block: DB HOST NAME. In this example, the
SERVER NAME is GCSS_A1 and its fully qualified domain name is gcss-a1.dh.trw.com.

F.3.2 Verify Power Properties.
Because the replication process is lengthy, it is imperative that the Power Properties for the PBUSE
Standalone are properly configured. See Step 2.2 for information on completing Power Properties update
and validation.

F.3.3 Open Session Manager.
a. Double click the SPR Session Manager desktop icon.
b. {USER LOGIN} window opens (Fig. F.3-2).

SERVER HAME: IGCSS_M 4 Ll
DB HOST MAME: |gc55-a14.us.army.mil

APPLICATION SERVER MAME:  0CSS-aT4.us.army.mi

USER NAME: |

USER PASSWD: |

Figure F.3-2. User Login window with sample database server name selected.
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F.3.4 Select database server and login.
a. SERVER NAME: select the server name from the LOV matches the database server name.
b. DB HOST NAME: verify that the DB Host Name matches the database host name that was
identified in Step 3.1 above.
c. USER NAME: AKO login name of appropriate user for replication.
d. User PASSWD: AKO password for the USER NAME.
e. Click <OK> to attempt to login with this information.

_inix]

Checking data. FPlease wait . ..

Figure F.3-3. Message box indicating that user authentication is taking place.

f. A message box will open (Fig. F.3-3) indicating that the Session Manager is verifying the USER
NAME and PASSWORD with the list of appropriate users for the SERVER NAME and DB HOST
NAME selected.

g. Ifthe USER NAME is properly verified, the session manager will return showing the first tab,
"Replication Setup REP-1". All options are available to the user. No buttons are grayed out
(Fig. F.3-4).

NOTE: If the USER NAME is not authenticated, the PBUSE Standalone Session Manager window
will open with information for the previous validated user. However, since the login attempt was
unsuccessful, options requiring AKO validation will be unavailable. This is a key security
component of the replication process. Only those users with the appropriate permissions will be
allowed to replicate unit data and operate in Standalone Mode.

E%‘:Applet Frame

SERVER NAME: IGCSS_}M 4

DB HOST HAME: Igcss-a1 4 us.arrmy.mil

APPLICATION SERVER. NAME: IQCSS-EH 4 s arrry.mil

USER HAME: Ikennnn.shnwen

Figure F.3-4. SPR Standalone Session Manager tab 1 after validating user information.
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F.3.5 Start replication.

F.3.6

F.3.7

Once the user name has been authenticated, the user may replicate data from the PBUSE server. The
data that will be transferred will be the same data that the user has access to when the user is operating
in connected mode.

a. Click <Run Replication>.
b. {Info} window is displayed (Fig. F.3-5).

NOTE: The system will replicate only those UICs related to the validated user.

NOTE: For Split-Based operations, a user’s roles and UIC access may require changing.

i nfo : |

@ Replication data from:

Semer Hosthame: gess-al 4. s army.mil
Semver Mame: GCS5_A14
Llgertame: kennon.showen

Replication data will take about an howr.
Do you wantto continue?

Cancel |

Figure F.3-5. Info window with sample values.

Confirm login data.
a. Verify replication information entered is ok.
b. If ok, click<Continue>.
If not ok, click <Cancel> and go to Section F.3.3.

Wait for replication to complete.

The time required for data transmission depends on several factors, including the quantity of data that to
be transmitted and the quality of the communications link that is being used. Tests have shown that
transmission of data for a typical battalion sized element with one parent UIC and four company UICs
over a typical military LAN may take between one and three hours. If performing this operation via
modem, transmission time may double. Your actual results may vary.

a. While data replication is ongoing, a message box will be displayed (Fig. F.3-6). For best results,
user's should refrain from other computer activity during the replication process.

[=5 WORKING BOX 3 - 10| x|

Replication in process. Please wait . ..

Figure F.3-6. Replication in progress message.
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b. {MSG} displayed when replication finished (Fig. F.3-7).

E3mMsG X

@ Replication is sucessfully completed!

Figure F.3-7. Replication complete message.

c. Click <Ok> to acknowledge completion.
d. The {PBUSE STANDALONE SESSION MANAGER} window becomes active. Click <Close> to

exit.
e. The replication process is complete — user data has been loaded on the PBUSE Standalone

computer.

NOTE: The computer should be shutdown daily. When the computer restarts, an automated script
is run that sets system variables and restarts the automated document number sequence. This
script will require approximately five minutes to execute. It will be displayed as a command
window at the bottom of the screen. If the computer is not restarted or if the script is not allowed
to run to completion, then the document numbers will continue in sequence from the previous

day.
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F.4 Data Sync — Laptop to Server

This process contains the steps necessary to upload data from a laptop to the server. This will synchronize
the laptop and the server. In order to perform these steps, the user must be a member of the Power Users

group. For information on how to add users to the Power Users group, see Section F.6.

F.4.1 Perform Data Sync.
a. Double click the <SPR Standalone Applications> desktop icon.
b. Click <Continue> on {Security Warning}.
c. {SPR Module Home Page} displayed.
d. Select <SPR-Module>.
e. {SPR Module Main Menu} displayed (Figure F.4-1).

% SPR-Module - Netscape 1O x|
File Edit View Go Communicator Help
d 2 A A e m o & B 3 N
: Back Fomward  Reload Haome Search  Metscape Frirat Security Shop Stop
- ‘tv Bookmarks Lucalion:|http:#.f\ocalhost:EDSU!gcsshndex.htm\ j ﬁ'w’hat's FRelated
3 RealPlayer

Web Build-2.6--03 December 2001 (JDev 3.2.2,IDK 1.2.2) - Datahase localhost: 1521 go—t

Property Book

Home SPR-M Maih Menu

Download 4 SPR-Module

™Main Menu

Updates

POC's Administration
Links

Help

SPR-Module |

Ll
|Document: Done

Figure F.4-1. SPR Module Main Men

f. Select <SPR Standalone Utility> from the Administration menu.
g. {Replication Utilities} displayed (Figure F.4-2).

3 The Title - Netscape
File Edit Yew Go Communicator Help

T ¢ @ 3 & 2 @ & & 8 &

Back Forward  Reload Home Search  Metscape Print Security Shop Stop.

- “v Bookmarks \& Lucal\un.lhllp #Hocalhost:B080/gcssjspsRepGul_Project_html/Main_Rep Display jsp j @'What‘s Related

DATA SYNC

E ’$| \Ducument: Done
Figure F.4-2. Data Sync link.

22 CFR 125.4(b)(3) applicable
F-24




AlIS Manual GCSS-A/T PBUSE EM
1 January 2003

h. Select <Data Sync>.
i. Information box displayed indicating server is loading. (Fig. F.4-3).
j. Dialog box displayed when sync is complete (Fig. F.4-4).

NOTE: The Data Sync process does not take as long as the initial Replication process. During a
Data Sync, only records that have been modified while in Standalone Mode are transmitted back
to AKO to overwrite unit data on the Enterprise database. Typically, this process will take
between 15 and 20 minutes the first time it is performed. Subsequent Data Sync operations are
much faster, often taking only a minute or two.

Loading server data. Please wait.

Do not close command windowy,

Figure F.4-3. Data Sync in progress message.

Figure F.4-4. Data Sync complete message.

k. Click <OK>.
I.  Click <File><Close> on Netscape taskbar to close {Replication Utilities}. The replication
process is complete — laptop data has been synchronized with the server.

NOTE: The Data Sync process should be repeated as frequently as communications capability is
available until the unit returns to home station and the Standalone operation is complete.
Performing data sync provides an extra measure of data surety for the Standalone user and
provides for current DA asset visibility for the unit.

F.4.2 Unsetup Replication
When the need for operating in Standalone Mode has passed and the user has performed a Data Sync,
the user should remove the Standalone Mode data from the laptop and return to operating completely in
connected mode. The data is removed from a Standalone Mode computer using the Unsetup Replication
process on the Utilities tab of the Session Manager. By performing Unsetup Replication, all PBUSE
Standalone Mode application data will be completely erased. This operation will protect a unit's
Enterprise-level data from being overwritten by outdated Standalone Mode data.

NOTE: After operating in Standalone Mode, users must perform the Data Sync operation prior to
performing Unsetup Replication. Once the Unsetup Replication operation has started, users will not
be able to access data in the Standalone Mode without again performing the Replication operation
discussed in Step 3.
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Double click on the <Session Manager> icon on the desktop.

Enter user information as described in Step 3 or click <Cancel> to bypass the login screen.
Click on the <Utilities REP-4> tab (Fig. F.4-5).

Click on <UNSETUP REPLICATION> button.

a.
b.
C.
d.

E%“;Applet Frame

START TOMCAT

STOP TOMCAT

UNSETUP REPLICATION

LOAD GCSS PATCH

VIEW MESSAGE LOG

Figure F.4-5. SPR Standalone Session Manager Ultilities tab.

E&fﬁ Confirmation ::'_- x|

@ Are You ready to Uinsetup replication now?

[Coe 1 f cano |

Figure F.4-6. Unsetup replication confirmation window.

f=3 WORKING BOX i - 10| x|

LInsetup replication in process. Please wait. @

Figure F.4-7. Unsetup replication in progress message.
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{Confirmation} window will open. Click <OK> to continue the Unsetup Replication process
(Fig. F.4-6).

{Working Box} window will open during the Unsetup Replication process (Fig. F.4-7).
When the Unsetup replication process is complete, a message window will open to inform
the user (Fig. F.4-8). Click <OK> to complete the process.

Click <Close> to exit the PBUSE Standalone Session Manager (Fig. F.4-5).

@ Lnsetup replication is successfully completed!

Figure F.4-8. Unsetup replication complete message.
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F.5 FTP to SARSS-1

F.5.1

F.5.2

In order to successfully transfer data to SARSS-1 via FTP, several configuration steps have to take place,
both on the SARSS-1 and on the PBUSE Standalone computer.

Fixed IP address requirement.

SARSS-1 computer systems have strict data reception rules that govern all incoming FTP transmissions.
One of the primary sources of protection against false transmissions, both real and accidental, is the
requirement that each customer computer have an IP address previously known to the SARSS-1. This
address is entered in a table within the SARSS-1 so that all incoming transmissions can be validated.
Using this information, SARSS-1 will receive only those transmissions from known customers. This
effectively forces all SARSS-1 customers to have a fixed |IP address, since all changes to an IP address
must be updated within the SARSS-1.

Obtain a fixed IP address.

All' IP address information is network specific. In most Army networks, the organization that provides
network support can also distribute a fixed IP address. This information should always be coordinated
with the network administrator, as failing to do so will likely cause an IP conflict which will render both
computers incapable of transmitting data until the situation is resolved. When contacting the network
support organization, request the following information:

IP Address:

Default Gateway:

Subnet Mask:

DNS Server Address: (if available).

Each number will be a series of four numbers between 0 and 255, in a dotted decimal format. For
example, the following could be legitimate values for a local network.

IP: 192.138.53.100
Gateway: 192.138.53.1
Subnet Mask: 255.255.255.0
DNS Server: 192. 138.2 20.
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F.5.3 Loading a fixed IP address.

Obtain a fixed IP address from the network's governing body.

Right-click on the <My Network Places>icon on the desktop.

Select <Properties> from the menu that opens.

Right-Click on the <Local Area Network Connection> icon and select <Properties>.
{Local Area Connection Properties} window will open (Fig. F.5-1).

Pao oo

Local Area Connection Properties 1]5]

General |

Cannect using:

I 3Com 104100 hini PCl Ethemet Adapter

Configure

Cormponents checked are used by this connection:

ILI

W NwwLink Net@Ios
W NwWLink IPX/SFY/NetBIOS Compatible Transport Pratocal
Intemet Pratocal (TCRAF)

< I

Install... Uninstall Froperties

.-

— Description
Transmission Control Protocol/internet Protocol. The default wide
area network protocol that provides communication across
diverse interconnected netwarks.

[ Show icon in taskbar when connected

Ok | Cancel |

Figure F.5-1. Local Area Connection Properties with Internet Protocol Selected.

f. Select <Internet Protocol (TCP/IP)> from the list of values.
g. Click the <Properties> button (Fig. F.5-1).
h. {Internet Protocol TCP/IP Properties} window will open (Fig. F.5-2).

22 CFR 125.4(b)(3) applicable
F-29



AlIS Manual GCSS-A/T PBUSE EM
1 January 2003

Internet Protocol (TCP /IP) Properties ilil

General |

“Y'ou can get |P settings assigned automatically if wvour network supports this
capahility. Otherwise, vou need to ask your netwaork administratar for the
appropriate [P settings.

" Obtain an IP address automatically

& Uze the following IP address:

IF address: I |

Subnet mask: I

Default gatewsay: I

 Obtain DNE sener address automatically,

& Usg the following DNS server addresses:

Ereferred DMNS server: I

Alternate DMNS senser: I

Advanced.. |
Ok | Cancel |

Figure F.5-2. Internet Protocol (TCP/IP) Properties ready for IP address input.

Click the radio button in front of <Use the following IP address>:

Enter values for IP Address, Subnet Mask, and Default Gateway and for the Preferred DNS
Server, if available.

Click <OK> to accept the input values.

Close all open windows.

F.5.4 Getting a SARSS-1 FTP account

a.

Once the fixed IP address is loaded in the PBUSE Standalone computer, the same information
must be given to the SARSS-1 operator to be loaded so that account information can be
generated.

The SARSS-1 operator will create an account name and password for each DODAAC that will
be ordering supplies through the SARSS-1.

The SARSS-1 operator will also provide the customer with an IP address for the SARSS-1.
The Account Name, Password, and SARSS-1 IP Address will be entered into the Interfaces
module as shown in Figure F.5-6.
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F.5.5 Sending transactions to SARSS-1
a. From the SPR Main Menu, select the <Interfaces> module (Fig. F.5-3).

7 SPR-Module - Netscape - ol %]
Ele Edt Wew Go Communicator Help
4 @ QA 4 . @ S a @ @
Back Forward  Reload Home Search  MNetscape Print Security Shop Stop
7w Bookmarks A Netsite: [hs,/132.155.16.17/gcesfindes himl « | &1 What's Felated
i ﬁ\ﬂstamMessage Internet [ Lookup 4 NewsCool
web Build-3.3.5--8 March 2002 (JDev 3.2.2,J0K 1.2.2) - Database 132,159,16,17:1521:gcss @]

Property Book

Home Wiew Session Infarmation SPR-M Main Menu

Download
SPR-Module
Main Menu

Updates

POC's
interfaces
Links

Help

ai

SPR-Module §

=S [Document: Done B ) | g
Figure F.5-3. Interfaces option selected from the main menu.

b. Select <Download Files> from the Interfaces menu. (Fig. F.5-3, right-hand menu).

c. {WebPB Interfaces} window opens prompting the user to select the appropriate RIC from a LOV
(Fig. F.5-4).

Select a <RIC> from the LOV and Click <Continue>

e. Atransmission options window opens (Fig. F.5-5).

o
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7 8ARSS interfaces for GCSS and SPBSR - Netscape

Fle Edit Wew Go Communicator Help

= EY

I T T S S (= SR SR o S

Bachk Forward  Reload Horne Search  Netscape Print Security Shop Stop

‘i Bookmarks & Matsits [hips /137159161 7/goss/intariocas/zars_download jsp - | &7 What's Related

K] v e

‘%\nslamMessage Internet fﬁ' Lookup fﬁ' Mewd Cool

_SARSS—l
WebPB Interfaces

Enter the RIC below

WGER x

Interface |

@ =0=] [Document: Done

Figure F.5-4. WebPB Interfaces screen with RIC LOV.

oo Nesepe
?ﬁmwﬁnwmw

T &4 & 3 & - &4 < a4 O @
Back | Pelond  Home  Seerch Metscops  Frik  Secuty  Shop oo

E wf"Bockmaks & Hutstn[tacs 1132 159 16 17/gessinimdacus/anrs, Done jap
1 BwsmreMoring B inamet 25 Lookup 25 MewdCool

WeliPH Interfaces

Complete!

W Iru;;.v:ﬂm A
nms:ﬁ-. Right molss:

:&m@" ton and selact "Save Link
Intermet Explorer: Right mouse click
the “Save” button snd salect “Save
Terget As..."

Downlosd "ALVAZ HDR'| ==
Download "ALVEZ DAT"! =5

FTP Instructions

To send data to a remote machine,
click the "Send To, ." button. You will
reed to have the remate login
information available,

Send to Remote Machine m

Database Clean-Lp

To remove this data from the server
ﬁw. click the "Clean Up"
ton.

Femove Data from Server “

SARSS-1 Interface

8~

Figure F.5-5. WebPB Interfaces options: Diskette transfer, FTP and Database Cle
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f. In the section marked FTP Instructions, Click the <Send To...> button to open the SARRS-1
Electronic Transfer window (Fig. F.5-6).

3E SARSS Download with FTP - Netscape =lm|x|

Ble Edt Yew Go Communcator e

e o 3 A 2 @ = 4
| Badk Folosd  Homo  Soarch  Netscepo  Print  Secury
T b Bookmarks A Netsta[rps 132 19916 1 7jgcssiictedaces/sams_fpham =] 3" ¥ehars Fulssed

| Avseniessage S imemet O Lookup I HewACool

SARSS-1 Interface

WebPH Interfaces

1 El ic Ti

User hame: frisppi
Password §~'-|-J; ba

pm— . o e e 02 [

Figure F.5-6. SARSS-1 User name, password and IP Address input.

g. Enter the account information provided by the SARSS-1 Operator, along with the IP address for
the SARSS-1.
h Click <Send>.

F.5.6 SARSS-1 operator instructions
The operator instructions for setting-up an PBUSE Standalone computer customer are no different than
for setting up any regular SARSS-1 FTP customer. PBUSE conforms to legacy SARSS-1 FTP
transmission standards. These instructions are provided in Section F.7 for operator review.

22 CFR 125.4(b)(3) applicable
F-33



AlIS Manual GCSS-A/T PBUSE EM
1 January 2003

F.6 Managing User Accounts

F.6.1

F.6.2

F.6.3

F.6.4

Default Security Settings

Three primary groups are used to define the permissions given to user accounts on the PBUSE
Standalone computer. These three groups are the Administrators, Power Users and Users groups. A
short discussion of the intended use of each group will be followed by a recommended method for
managing these users and groups.

Administrators Group

Members of the Administrators group can perform all functions supported by the operating system. The
default security settings do not restrict administrative access to any registry or file system object.
Administrators can grant themselves any rights that they do not have by default.

Microsoft recommends that administrative access only be used to:

Install the operating system and components (such as hardware drivers, system services, and so on).
Install Service Packs and Windows Packs.

Upgrade the operating system.

Repair the operating system.

Configure critical operating system parameters (such as password policy, access control, audit
policy, kernel mode driver configuration, and so on).

Take ownership of files that have become inaccessible.

e Manage the security and auditing logs.

e Back up and restore the system.

Users Group

The Users group provides the most secure environment in which to run programs. The default security
settings are designed to prevent members of this group from compromising the integrity of the operating
system and installed programs. Users cannot modify system-wide registry settings, operating system
files, or program files. Users cannot install programs that can be run by other Users. They also cannot
access other Users' private data or desktop settings.

Power Users Group

Members of the Power Users group have more permissions than members of the Users group and fewer
than members of the Administrators group. Power Users can perform any operating system task except
tasks reserved for the Administrators group. Power Users do not have permission to add themselves to
the Administrators group. Power Users do not have access to the data of other users on an NTFS
volume, unless those users grant them permission.

Power Users can:

¢ Install programs that do not modify operating system files or install system services.

e Customize system-wide resources including Printers, Date/Time, Power Options, and other
Control Panel resources.

e Create and manage local user accounts and groups.

e Stop and start system services that are not started by default.

Warning: Since Power Users can install or modify programs, running as a Power User when connected
to the Internet could make the system vulnerable to Trojan horse programs and other security risks.
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F.6.5 Viewing User Account Properties in Windows 2000
a. Right-Click on the <My Computer> icon on the desktop to bring up an options menu.
b. Select <Manage>.
c. {Computer Management} window opens (Fig. F.6-1).

NOTE: Within all Microsoft Windows operating systems, important system-level processes often have
many access methods. The method used above, for example is an alternate way to access the
Computer Management console. Alternately, users can follow the menu path:

a. <Start> 2> <Settings> 2> <Control Panel>

b. Inside the Control Panel, click on the <Administrative Tools> icon.

c. Inside the Administrative Tools folder, click on the <Computer Management> icon.
d. {Computer Management} window opens (Fig. F.6-1).

E Computer Management — |I:I|£|
| Action  View Hﬂ--l' ||@ |
Tree | Mame

i System Tools

ompuUte adement @Storage
Em%-gslft\ex:n:?fgier EServices and Applications
- System Information
-8 Performance Logs and Ale
-G Shared Folders
----- Dievice Manager
- #7 Local Users and Groups
= Storage
----- (1 Disk Management
----- B Disk Defragmenter
= Logical Drives
- Pemovable Storage
=-Ee Services and Applicatons

< | KX | B
| | |

Figure F.6-1. The Computer Management console.

o

Click the plus sign beside <Local Users and Groups> to show the Users and Groups folders.

e. Click on the Users folder.

The {Computer Management} window will now show all of the User accounts that are currently

configured to login to this machine (Fig. F.6-2).

g. To find out more information about a particular user, double click on the <user account> in the
right-hand pane of the Computer Management console.

h. This will open a {User Properties} window such as the sample window displayed in Figure F.6-3

for the example account, PBUSE_user.

—h
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| Computer Management _I— _ID ll
|J Action  View |J<2=- ->|||I§ |
Tree | Mame | Full Mame | Description |
@ Computer Management: (Local) & adminisTa... Built-in account for administering the computer/doman
&g, System Took Bcuest Built-in account for guest access to the computer/domain
g Event vi #s151415 Systems Analyst TRW User
il Event. Viewer #GsPR_user  PBO FBC account for using SPR

-G System Information
- Performance Logs and Ale
B-L Shared Folders

e Device Manager

=-#G Local Users and Groups
24 Users

(@3 Groups

- Storage

(] Disk Management

- Disk Defragmenter
= Logical Drives

@& Removable Storage
-1 Services and Applications

< | Bl
| | |

Figure F.6-2. Local Users configured on a sample computer.

SPR_user Properties 2| x|

General | Member Of | Profile |

g SFR_user

Full name:

Description: FBO account for using SPR

™ User must change password at next logon
[ User cannot change passward

[ Password never expires

™ Accountis disahled

[T Accountis (oeked out

0] 4 I Cancel Al

Figure F.6-3. Sample User properties.
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| To view the group memberships of a user, select the <Member Of> tab of the {User Properties}
window (Fig F.6-4).

SPR_user Properties 2| x|

General Member Of |Profi|e |

Member of:

@Users

A Eemowe |

Ok | Cancel Al

Figure F.6-4. Group membership window for a sample User.

NOTE: In order to login to the PBUSE laptop in Standalone mode and perform Standalone operations, a
user's login account, must be a member of the Power User's group. The Power User's group will provide
all of the necessary permissions to allow a user to use the Session Manager, Replicate data from the
AKO server to the PBUSE Standalone laptop and operate the PBUSE Standalone module.

F.6.6 Adding a new User Account in Windows 2000
a. Complete Steps A.5 a - f above.
b. From the <Action> menu of the {Computer Management} console, select <New User...>
c. {New User} window opens (Fig. F.6-5).
d. Fillin the provided fields.

NOTE: A User name cannot be identical to any other user or group name on the computer being
administered. It can contain up to 20 uppercase or lowercase characters except for the following:
IN[] =L <>

NOTE: A user name cannot consist solely of periods (.) or spaces.
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NOTE: The Password and Confirm password fields must contain the same information. Because of
security considerations, Passwords must contain at least one character from three of these four
types of characters

o Alphabetic (a,B) characters, uppercase and lowercase, compose two types (passwords are
case sensitive).

e Numbers (0,1,2,3...)

e Special characters such as punctuation "~@#9$ % *&*()_+-=|\[]:";'<>?,./

NOTE: If the default check mark is left besides User must change password at next logon. Then at
the new User's first attempted logon, a change password notification will be displayed, forcing the
User to change his or her password.

d. Click <Create> to add a new User.

e. To add another user, repeat b - d above.
f. Click <Close> to finish adding new Users.

2|

User name: I

Eull name: I

Description: I

Passwaord: I

Confirm passward: I

¥ User must change password at next [ogon
[T User zannet change passwordl
[T Passwiord never expires

[ Accountis disabled

Create I Close

Figure F.6-5. New User creation window.
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F.6.7 Adding a User Account to a Group in Windows 2000
a. From the User Properties window shown in Figure F.6-4, Click the <Add> button.
b. {Select Groups} window opens (Fig. F.6-6).

i Select Groups ilil

Lookin: |} L2800808T ~l
MNarme | In Folder | -
% Administrators L2a0060a1

% Backup Operators L28006051

W Guests L28006051

W Replicator L28006081

5 Users L2800E0&1

% GPO_group L2800E0&1 -

S ORA_DBA L2800E0&1

WE PR sare | PANNRNAT LI
Add Check Names

] Cancel

4

Figure F.6-6. Select Groups window showing Power Users selected.

Highlight the Power User's group by clicking on it.
Click on the <Power Users> group

e. Select the <Power Users> group by double-clicking on the desired line, or single-clicking on the
line and then clicking the <Add> button.

oo
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| Select Groups ilﬁl

Lookin: [} 28006081 =]
Mame In Faolder | -~
% Administrators 28006081

¥ Backup Operatars L28006081

] Guests L28006081

W Power Users L28006081

&% Replicator 28006081

& Users 28006081

% GPO_group L28006081 -
£ ORA_DBA L28006081

WESPR zers | PRANANAT LI

Add Check Mames

Lea0oenaTPower Lsers

Ok I Cancel |

,g

Figure F.6-7. Select Groups window showing Power Users group added.

Click <OK> to close the {Select Groups} window.

{User Properties} window becomes active.

Click <OK> to finish the group selection process.

Click the <X> in the top right corner of the {Computer Management} window to finish altering the
User account.
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F.6.8 Removing a User Account from a Group in Windows 2000
a. Repeat Step A.5 above.
b. Select the Group access to be removed from a User's account. (Fig. F.6-8).
c. Click <Remove> to remove the User account from the Group.
d. Click <OK> or <Apply> followed by <Close> to confirm the process.

NOTE: A User must belong to at least one Group. If a User is removed from all Groups, the User
will have no access to the system and will not be able to login.

SPR_user Properties ﬂil

General MMember Of | Profile |

A Bemowve |

Ok, | Cancel | Apply |

Figure F.6-8. Group selected for removal.

e. Click the <X> in the top right corner of the {Computer Management} window to finish
altering the User account
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F.7 SARSS-1 Parameter Setup for FTP with PBUSE

1. Logon to SARSS-1 and at the ACTION line Type: ACCESS. The ACCESS command is used to maintain
the TCP Wrapper /etc/hosts.allow file. This will allow PBUSE to connect with SARSS-1.

DATE:03/2/01 SARSS HOSTS/DENY EDITS TIME:15:24:18
IP ADDRESS: 140.183.234.79 (sample user input)

TYPE OF ENTRY: 2-FTP ONLY
(1—FTP AND TCP, 2-FTP ONLY, 3-TCP ONLY)

NOTE: You may NOT Delete any SARSS-1 Workstation or Server IP’S
from the hosts.allow file; you may only modify their IP addresses.

F1 F2 F3 F4 F5 Fo6 F7 F8
FIRST LAST QUIT NEXT PREV ADD DELTE CHANGE
ENTRY ENTRY ENTRY ENTRY P P P

Figure F.7-1. SARSS-1 ACCESS command window.

a. Inthe space next to IP ADDRESS, enter the IP address for the PBUSE Server or Standalone
computer (for example, 140.183.234.79).
b. Tab the next line TYPE OF ENTRY: Insert the number '2' to indicate FTP Only.

c. Depress (F6) ADD IP.

d. Verify that the information has been added correctly by stepping through the list of IP
addresses. Depress (F1) to select the first IP Address in the list, then Depress (F4) to cycle
through the list until the IP Address that was just added appears. Ensure the TYPE OF
ENTRY reads: 2.

e. (F3)QUIT

22 CFR 125.4(b)(3) applicable
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ACTION Line Type: FTPPASS. The FTPPASS command allows you to add, change, or delete

user login, password, and IP address information for each activity that will need access to your SARSS-1
system for file transfer. The process displays the below screen.

DATE: MM/DD/YY FTP LOGIN/PASSWORD MAINT TIME:
HH:MM:SS
ENTER DESTINATION RIC/DODAAC
ENTER DESTINATION IP ADDRESS
PRESS <Esc> TO CONTINUE
Screen 1758
<F1> <F2> <F3> <F4> <F5> <Home>
Clear Add Quit Delete Change Help/
Screen Login Menu  Login  Login Info
Figure F.7-2. SARSS-1 FTPPASS command window.
a. (F2)ADD LOGIN
b. Enter the DODAAC of the Property Book that is a customer of your SARSS-1 at the ENTER
DESTINATION RIC/DODAAC.
c. Next enter the IP of PBUSE Server or Standalone computer (for example, 140.183.234.79) at the
ENTER DESTINATION IP ADDRESS then press <Esc>.
d. Next enter a PASSWORD and reconfirm the password.
e. (F3)QUIT MENU
3. Make sure that the Property Book DODAAC is set as Communication Type of FTP at the Update Routing

Table Screen. You can access this screen by typing at the ACTION line: UPDRT. The below screen will
be displayed.

a. Type the Property Book DODAAC in at DESTINATION then press (F8) FIND DESTINATION.

b. If

COMMUNICATION TYPE: is not FTP (F) then enter F and press (F5) CHANGE ENTRY.

c. Double-check to ensure the change did take effect.

d. Press (F3) QUIT MENU.
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DATE: MM/DD/YY SARSS1 UPDATE ROUTING TABLE TIME:
HH:MM:S

SOURCE ....AIR DESTINATION....S2B  FILEID ... .AJTS9A
COMMUNICATION TYPE: DISKETTE (D) /POINT TO POINT (P) /CAISI-VEE (V) /[FTP (F)
FOR POINT TO POINT (PTP) ENTER:

TELEPHONE NUMBER OR M FOR MANUAL PTP:

MAX ATTEMPTS: START TIME:

IF CAISI-VEE WAS SELECTED ENTER:

DESTINATION ADDRESS OR (M) FOR MANUAL:

Screen 1707

<F1> <F3> <F4> <F5> <F6> <F8> <Home>
Clear Quit/ Delete Change Next Find Help/
Screen Menu Entry Entry Entry Destination Info

Figure F.7-3. SARSS-1 UPDRT command window.
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F.8 Backup the PBUSE Database onto a CD

1. Double click the PBUSE Standalone Session Manager desktop icon. Then, select the

Backup/Recovery tab from the PBUSE Standalone Session Manager window. The window will be
displayed. (See Figure F.8.1)

FORMAT DIRECTED |

BACHUP GCSS DATABASE |

! RESTORE G55 DATAHASE

| B

Figure F.8.1 PBUSE Standalone Session Manger (Backup/Recovery Rep-4)

NOTE: If the CD has not been formatted, select FORMAT DIRECTCD, and then follow the steps below.
Otherwise, skip to step 7.

2. After you select FORMAT DIRECTCD on the Backup/Recovery tab, the Welcome window will be
displayed. (See Figure F.8.2)

Adapber DirectcD Wizard 3.0 I D& _ﬂﬂ

Welcome
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= Checking the skahun of & CD in yow deve.
- Pitpanng Hhe CD-AACD AW dise 50 500 Ean raad and wills |
- Managng the final deta whhen efeching s DipsctCD dize.

Orecaz the: CD-RTDFW disc i configueed for DisectCD), pou wil be able
I el oo arvcd vl B o divos in much e eisme vasy yo would &
floppsy diskeetis. This includles access bom Me'ndiows Explorer, o oy

o | canesl |tk [ He ] o |
Figure F.8.2 Welcome Window
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3. Select Next to go to the Drive Information window. (See Figure F.8.3)

i .-||.|I|- L DirectCD Wieard EZ01e _[r;fl & a JX
Drive Information
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& My Computer
) 0 615 )
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SONY  COAW CRSTE Brete: |
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Heb | Cood | cpak -fr:.m

Figure F.8.3 Drive Information Window

4. Select Next to continue. The Welcome window will be displayed. (See Figure F.8.4)
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Figure F.8.4 Welcome Window

5. Select Next to configure the CD. The ‘Name Your Disc’ window is displayed. (See Figure F.8.5)
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Figure F.8.5 Name Your Disk Window
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6. Enter the name for the CD and then select Finish to continue. A confirmation message will be displayed.
(See Figure F.8.6)

Adaptec DirectCDh Wizard (Drive 2:) x|
\u‘{) Din=chZD Wizard is shout ko Format Boe CO-RW discin drive £33,

It wil cake spprosimetsly 25 o 45 minuces for pracessng, praceed now?

£ Czncel |

Figure F.8.6 Information Window

7. Select Ok to start formatting the CD.

8. From the Backup/Recovery tab, select BACKUP PBUSE DATABASE. (Make sure the formatted
DIRECTCD is in the CD—RW drive). A confirmation message will be displayed. (See Figure F.8.7)

P Comnlirinadion =]

ig Hacloap GC 56 dafaba oo can ko up to 10 minutes
o, B won wand o conlinue®

Figure F.8.7 Confirmation Window

NOTE: If a non—formatted disc is inserted in the CD—RW drive, an error message will be displayed. (See Figure
F.8.8)

[=iErront x|
@ Etron Iwalld Exoon data GO,
Please insetthe expart data GO,

Figure F.8.8 Error Window

9. Select Ok to start the backup PBUSE database process. Once the backup is finished, an information
message will be displayed. (See Figure F.8.9)

\1) Backup GCSS Database is succesatully complated!

Figure F.8.9 MSG Window

10. Select Ok to complete the backup PBUSE database process.

11. Select Close to exit.
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F.9 Restore the PBUSE Database from the CD

1. Double click the PBUSE Standalone Session Manager desktop icon. Select the Backup/Recovery tab

from PBUSE STAND ALONE SESSION MANAGER window. (See Figure F.9.1)

[Ehwsanees R - 1.

Fimia] e |

IALE S8 LAS ALRSE |

FESTINE 60 55 DTARSE |

Figure F.9.1 PBUSE Standalone Window

2. Select RESTORE PBUSE DATABASE. Make sure the Backup PBUSE Database DIRECTCD is in the
CD-RW drive. The Backup PBUSE DB List window will be displayed. (See Figure F.9.2)

=18l x|

Backua_DB_13261 SAug2 001
Backup_DE_2221194ug2001
Backup_DE_1535204ug 001
Backun_DB_1326204ug2001
Backun_DB_1328204ug2001

B s B

Figure F.9.2 Backup PBUSE DB List Window

NOTE: If an invalid CD is inserted an error message will be displayed. (See Figure F.9.3)
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e Etrod Importfile notfound.

Figure F.9.3 Error Window
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3. Select any of the database backups from the list. Select Continue. A confirmation message will be
displayed. (See Figure F.9.4)

[=3 Confirmation E
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Figure F.9.4 Confirmation Window

4. Select Ok. If the Backup DB Version and the Current DB Version are different, a confirmation message
will be displayed. (See Figure F.9.5)

[=i confirmation x|

i The Backup DB warsion and the Cutreni DB sarsion ame difersnt,
Do vou wantto continue?

Figure F.9.5 Confirmation Window

5. Select Ok to start restoring the DB. Wait until the restore of the PBUSE database is complete. An
information message will be displayed. (See Figure F.9.6)

\i) Feslore G558 Database is successiully ¢ omp leled!

Figure F.9.6 MSG Window

6. Then, select Ok to finish the restore of the PBUSE database.

7. Click Close to exit.
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