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Security

A. The purpose of this card is to provide guidance for FBCB2 system security.  Use this card as the required operating standards for all missions unless stated in operations plans or orders.

B. This card is applicable to all personnel or units assigned or attached to this command.  Implement the instructions contained in this card in the absence of specific orders.

C. All soldiers are responsible for Operational Security (OPSEC).  Soldiers encounter these considerations in their day-to-day duties.  The use of the FBCB2 system requires special considerations.  Regardless of the user’s security clearance, it is the user’s responsibility to ensure that all appropriate security procedures are followed.

D. The individual soldiers have the following security responsibilities in reference to the FBCB2 system:

1. Follow the password management (safeguard passwords, report loss or compromise, periodic password updated, etc.), and individual need-to-know guidelines.

2. Follow the local Log in and Log off procedures and guidelines as detailed in the Pocket Guide and Software Users Manual.

3. Acknowledge the AR 380-19 Login Banner before gaining access to any FBCB2 data or functionality.

4. Follow the current local security guidelines and SOP from the Security Officer (SO).

5. Immediately report suspected or actual security breaches to the SO or to the FBCB2 Administrator (see Incidence Response Plan, paragraph 8.1).

6. Work within the FBCB2 application guidelines.  Users do not attempt to bypass any security feature of the system or obtain access privileges beyond their authorization.

7. Carefully read and follow the directions and options in the FBCB2 application error and warning notices.  Use the context-sensitive or online Software Users Manual (SUM) ‘Help’ button when needed.

8. Disable the FBCB2 and zeroize the radios per local SOP in case of overrun or capture, reference paragraph 7.3.6.

9. If the FBCB2 or the MDL is to be destroyed, proceed IAW Technical Manual 750-244-2, as applicable or local SOP for the destruction of electrical material.

10. Log in ASAP as part of the startup and reconfiguration procedures from the Online, OPS Logged Off, state to assure proper accountability.

11. Do not leave the FBCB2 system unattended after logging in.

12. Share passwords based on need-to-know, only when failure to do so would result in loss of life or mission failure.

13. Initiate password activation as directed by the SO or FBCB2 Administrator.  The SO sets new passwords to expire within 90 days.  The user is notified, upon login, when passwords are within 7 days of expiration or have expired.  The user notifies the FBCB2 Administrator or SO of these expiration conditions.  FBCB2 allows continued use of passwords, even after expiration, until new passwords have been installed.

14. Password entry retries are allowed.  If more than three consecutive attempts have failed, then a log-in-failure Security Message is sent to the SO.  Additional log in attempts are allowed; however, a login-failure Security Message is sent for each set of three consecutive failure attempts, whereupon the SO may take appropriate action per local SOP.  With version 3.5, individual passwords are required.  Passwords will be created and issued by the unit security officer.  The USO will use the Mission Data Loader (MDL) to create the passwords.

E. In addition to the above excerpts, follow the security priorities for automated systems:

1. Take the necessary steps to minimize the vulnerabilities of the FBCB2 computer system to unauthorized access as noted in the User Security Manual / Standing Operating Procedures Version 3.5.

2. Maintain security-conscious users by practicing all available countermeasures as noted in the User Security Manual / Standing Operating Procedures Version 3.5.

3. Ensure that all personnel having access to the FBCB2 are identified, have a need-to-know and the proper security clearance.

4. Provide comprehensive security training and awareness programs appropriate for all user access levels.

F. All personnel accessing the FBCB2 will be part of a security training and awareness program IAW AR 380-19 appropriate to each of the different users: Security Officer (SO), FBCB2 Administrator, FBCB2 Maintainer, and Individual Soldier.

G. The security training concepts cover, at a minimum, the following areas:

1. Information security objectives, i.e., how and what needs to be protected.

2. Responsibilities associated with the system security controls and procedures.

3. Information accessibility, handling, labeling, and storage considerations.

4. Physical and environmental considerations necessary to protect the system and storage media.

5. System data and access controls.

6. Emergency and contingency plans.

H. Additional password management procedures and responsibilities details are contained in Appendix A, Password Management of the User Security Manual / Standing Operating Procedures Version 3.5.  The FBCB2 Maintainer Integrated Logistics Support (ILS) group will train the SO personnel in the password management forms procedures.  In addition, the ILS group will train the appropriate 

personnel in the forms and procedures for working with the Mission Data Loader (MDL) and its storage media, and the individual soldiers in the password procedures.

I. The FBCB2 system allows the user to reconfigure to a User Need-to-Know Sensitivity Level of either SECRET or Sensitive But Unclassified (SBU).  When the FBCB2 is reconfigured it deletes all data files of C2 messages stored in the application queues and logs, the FBCB2 application must be restarted, and the user is required to re-authenticate.
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